Pathway Connectivity VIA 10-Port+1 Managed Ethernet Switch
Specification – January 2015
1.0  General

1.1 Provide Managed Ethernet Switches to permit interconnection of node devices, over a conventional 10/100/1000Base-T (twisted pair copper) Ethernet network.
1.2 Switches shall be designed to fulfill the unique network performance requirements of the Entertainment Technology industry, specifically in their ability to maximize data throughput, and minimize packet latency and dropped packets.
1.3 Each Managed Ethernet Switch shall incorporate ten (10) RJ45-type front-mounted female receptacles for twisted pair (copper) connectivity.
1.4 Each Switch shall incorporate one (1) SFP (mini-GBIC) type rear-mounted socket, for an optional fiber transceiver module.
1.5 Each Switch shall also incorporate a manual user interface consisting of an encoder knob with integral pushbutton and a backlit graphical LCD panel for identification, status monitoring and basic configuration.
1.6 All Switch management features shall be accessible to the user via an intuitive Web interface. This user interface shall be designed to accommodate a novice user.
1.7 Switches shall be capable of advanced data management of any industry standard Ethernet lighting control protocol and certain commonly used proprietary Ethernet protocols.

1.8 Switches utilizing cooling fans shall not be acceptable.

2.0  Front Panel Ethernet Ports

2.1 Ethernet ports shall comply with the requirements of the IEEE 802.3 standard.

2.2 Ethernet ports shall be capable of operating at 10Base-T, 100Base-TX and 1000Base-TX.

2.3 All Ethernet ports shall be capable of being user configured and monitored.
2.4 Each front panel Ethernet port shall provide an RJ45-type EtherCon™ female connector.

2.5 Each Ethernet port shall include two adjacent LEDs to indicate Link Status and Activity, and PoE status (PoE active, inactive and error).

3.0  Rear Panel Ethernet Port
3.1 The rear panel Ethernet port shall be for fiber-optic connectivity and shall be provided by an optional SFP (mini-GBIC) module.

3.2 Fiber Ethernet ports shall be capable of operating at 1000Base-LX or 1000Base-SX.

3.3 The Ethernet port shall include LED indicators for Link Status, Activity and Module Detect. 
4.0  Switch Fabric

4.1 Each switch port shall be capable of being configured to limit incoming packets (ingress rate limiting), allow unlimited traffic, or to be disabled completely.
4.2 The switch shall incorporate features specifically designed to handle Denial of Service attacks.

5.0  Management Processor

5.1 Each Switch shall incorporate a management processor with sufficient processing power to perform all features defined in this specification.
5.2 The management processor shall provide not less than 64MB each of SDRAM and FLASH memory storage.
5.3 Management processor firmware shall be stored in non-volatile memory. It shall be possible to upload new firmware files via the Ethernet network or from a portable Flash drive.
5.4 The firmware version shall be displayed on the front panel LCD.

5.5 If the management processor should fail, it shall be possible to maintain Switch operation at a basic level of functionality using factory default switch configuration settings.
6.0  Configuration

6.1 Switch identification (name and IP address) and all other configuration shall be accomplished using a personal computer or similar device running a network configuration software tool.
6.2 Once configuration is completed, the Switch shall not require a computer to be present on the network for proper operation.

6.3 All configuration and operational data shall be stored in non-volatile memory.
6.4 It shall be possible to make basic configuration changes from the front panel user interface.
6.5 Switches shall support industry standard ANSI E1.17 ACN (Architecture for Control Networks) and ANSI 1.31 Streaming ACN.

7.0  Power-Over-Ethernet (PoE)
7.1 All ten front panel Switch ports shall be capable of providing power to connected node devices as per the IEEE 802.3af standard.
7.2 A minimum of sixty (60) watts of total PoE power shall be available to connected nodes. The Switch shall be capable of allocating PoE power in an intelligent fashion so as to make the most efficient use of the available capacity.

7.3 PoE availability to each port shall be prioritized so that higher-power peripherals can use up to the maximum permitted under IEEE 802.3af.
7.4 PoE power shall be denied to a newly connected device if its power, based on its PoE classification level, will cause the total PoE power to exceed the maximum.

7.5 It shall be possible for the user to enable or disable power availability at any port(s).
7.6 It shall be possible for the user to set the maximum allowable PD (powered device) power classification on a per-port basis.

7.7 An auxiliary PoE power input jack shall be provided on the rear panel. This shall permit the connection of up to 100 watts of additional power as required by the application.
8.0  Management Interface
8.1 The Switch management software shall allow the user to configure and monitor all Switch properties and features from a personal computer connected to any port.

8.2 The software shall provide an intuitive user interface for all supported configuration and monitoring functions.

8.3 The software shall provide a comprehensive log of all user-initiated and system-generated status and error messages to aid in network optimization and troubleshooting.

8.4 The software shall include password protection to prevent unauthorized access.

9.0  Front Panel User Interface

9.1 Provide a graphical LCD panel and encoder knob to permit the user to configure and monitor certain Switch functions.

9.2 The unit’s name (soft label) shall be displayed on the “home” screen.
9.3 It shall be possible to view and edit the unit’s IP address, subnet mask, and default gateway.
9.4 It shall be possible to view the status of each Ethernet port, including port name (soft label), link characteristics and traffic statistics.

9.5 It shall be possible to view the node name and IP address of nodes connected to the Ethernet ports, if such support is provided by those nodes.

9.6 It shall be possible to enable and assign VLANs to individual ports.
9.7 It shall be possible to prevent an unauthorized user from making any changes to the Switch configuration from the front panel user interface.

10.0  External Removable Media Connectors

10.1 One (1) SD card slot shall be provided on the rear panel. The SD connector shall support both SD and SDHC cards.

11.0  Mechanical

11.1 The Switch housing shall be constructed of a cast aluminum shell and sheet aluminum face panels.
11.2 The Switch shall be designed to withstand rough handling and usage without damage to the housing or internal components.

11.3 Switches shall be of pleasing appearance, suitable for high-visibility locations.

11.4 Switches shall be designed to mount in a single 19” rack unit of height and shall include all necessary mounting hardware for this purpose.

11.5 The Switch housing shall be finished in satin black textured powder-coat.

12.0  Electrical

12.1 The power supplies shall be field-replaceable, wide-range input (85-264VAC, 50/60Hz) switching power supplies.  There shall be no power switch to reduce the chance of being shut off in error.

12.2 There shall be 4000 volt electrical isolation between mains power supply and low voltage circuits.
12.3 There shall be 1500 volt electrical isolation between adjacent Ethernet port sections and between each port and chassis ground.
13.0  Compliance

13.1 The Pathway Pathport® VIA 10-Port+1 Managed Ethernet Switch shall be compliant with the RoHS directive.

13.2 The Pathport® VIA 10-Port+1 Managed Ethernet Switch shall conform to all FCC and CE requirements.

13.3 The Pathport® VIA 10-Port+1 Managed Ethernet Switch shall be ETL-approved.

14.0  Warranty
14.1 The manufacturer shall warrant the Pathway Pathport® VIA 10-Port+1 Managed Ethernet Switch to be free of defects in materials and workmanship for a period of not less than three (3) years from the date of purchase.
14.2 The manufacturer shall provide any and all software and firmware updates to the customer free of charge for a period of not less than five (5) years from the date of purchase.

15.0  Network

15.1 Communications physical layer shall comply with the IEEE 802.3 10/100/1000Base-T Ethernet specification. Products offering only 10/100 connectivity shall not be acceptable.

15.2 All network cabling shall be Cat5e or Cat6 conforming to TIA-568A/B, and shall be installed and certified by a qualified network installer.

16.0  Acceptable Product

16.1 Ethernet Switches shall be Pathway Pathport® VIA 10-Port+1 Managed Ethernet Switch Model # 6730.
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